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Abstract: Considering the access authentication for mobile terminals in the 4G wireless network, a new secure access
authentication scheme based on the self-certified public key system was designed. Then the deductive process of the
scheme was derived with the protocol derivation system and its security attributes was formally proofed with protocol
composition logic. By the security proof and comprehensive analysis, it is showed that the proposed scheme not only has
session authentication and key confidentiality, but also can defend pseudo-base station attack and reply attack, provide the
undeniable service and identity privacy. Moreover, the scheme can improve the access efficiency of the mobile terminals.
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TEZ M IEAIBEBOR K 28 3647 flE )
BT, 4G o825 7% 2 2 by 1Y) 22 A F N ) i AR
BN A E B0, 2009 4E, ITU-R BiSL T #K
4G %3k hrdE: LTE-Advanced fll IEEE 802.16m. 3C
MR [2,3] A ¢H 7 5% T LTE RAN(radio access
network) [ 22 4= 4 3, (HEA 4 B BARRE IR
Pl . SCHR[41%, IEEE 802.16m T{EZ4L%F%T 4G M
% ) 2 & L Hl & T PKMv3(privacy key
management version 3) WM, {HHBA 45 H BARTI$EE
NIMIEEFE

1991 4, Girault B 4R H BIESE AP RS0
A2 TR A HBEEARA L, BIESEAHRSR
HIEHTHEMEE. H%, AN(access network)Ffl
ME(mobile equipment) 1 IA ilE 2 £ th AN 5 A FHIIE
F, DVCZH AT, AFHFEAENEEE D AH
WEAS, ANTE B URR  A BH R ) A E R
P, TE TGS RIAEE T, R T 53
AAERI AL, Jb> T A Zum i B AAAE s AL,
XTI IR B AE 25 44 Bk B 2 i AR A, 24
ZEAFAE T 2 00 ZR I O AN 75 B30 I FL At 9 26 S A
RANIES S, &5 7 AHIUERSCE AN IERCE .

Zheng S5 NOET HIESEAH R G R H T — 1
4G M2 PAIETT 5, BT RIEAFEN R ZAL .
B, TED, M AHIFARET HIELA
FHARGHRIEERT, XA A B0 UE & ) FH JE s A T
&, JFE ME Hisor gt X, MR Gt J7 ks
U o ARG VIE S5 SRARAE RS, 4 J&y 350 tH IO sy
RIS SRR T ReSE . T H, T RHIRA
TR H AT i e 2 om 22 i X B0 FE L el it e Oy ik
Sty 5 5 v 2k sl P 0 R () TR S B ) M R 2 T 1) R
o B, %R E KN NEFYI A IE B
R U B AR U ] ) 24 2 [) 75 BEAS HL R4y
WIEE R, AR EHIN, 5 SEif S HARANH] o
%=, Zheng & X1%T7 24 @ kAT T Ak
AT AR B

B H| 4G M ME 2 a8, Lk
ME FI#% BN, ASCHE:T HUESE A HI
T—NE 4G TR M umte N7 56, 7 RAH
T N GIE B SOR B R N AUE . T
A T AE X TR Z EMNE RGE R
KEE, JliEH DDMP #igl?, AL HHiTE

PGS, FEx 2 A @ AT T % e B A
3#r. DDMP Hig H A Datta 25 AR, ‘&4
M UEZE R4 PDS MM A2 % PCL, i3 BE
AT CME T BIRT i, ORISR 22 A e
BRI BT 3R 4 7 — M A e b 5

2 FEENR

2.1 BIEERPRS

TA(trust authority) A TFEE n KA e, R
TREAREH d, F P S R an B,

1) F P ke KA 160bit LLERIFAEH x, FEit
YV =g modn , n 2 KE M 1024bit LA FIFIAEEL,
SRIGH V RTE C &y ID 1545 TA.

DTAUHEHAFMASHY, Y= -ID) modn ,
Ik YRS P .

3) FPBRAEY = (Y¢ + ID)modn , &R KL,
WHFEAHR Y, TN x.

FEHIERAHRSH, FHP S0 AR
R — R BT O IE MBCE R R, TER R
FAPAT IR . B2 IUE . P s A s
TERIEIRT, AT CABGIE R R, TSR IE A8
EEERIA M. HP R A ke r, 3
27 A 1 T AR O B DR A 1) A, TA TE9E AR I
SRR AR B P RV, AReE R P hiE
AT %, AHEE T2 T B A E AR, B
AHEEM e, BEATIFRASHESE N
o MbAh, TA Joikse 4 H 4R A1 = A FE,
RPAE TA Dyl AR E FH P ) 55— AN A A 2 Al
HK.

22 MUEERGEMNLERIZLE

B S R G8(PDS) M S & AR 4R & 2
8, A TR S A T B R B T, R AR SR
HEE 3 RBAFEMEEERIE: HE. RN,
HEEMER T 2 M mA S, BFEFHITHE RS
ITHA . REEERAEH T — AR aar: b, A
BRI E 22 4@ 1, AN A U s B 5
BCEM IR A R, 9 s R B AL O B R R
WA I IRENLE . e s AR N2 B 3 R
HEMVCPIR, AN — D E AN UCD RS A 52
BRI B S, A Edls N — ST B B 2
A= AR B o AN 32 B TR S A
BLFERATH SRR R AE T1 DLACSRASHRAE R3.
R4 AT RO(EAM A AEA ST 122 A WS & il 72
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A & 1 4 (PCL) W] T 22 4 Ih L) T XAk
WEWIAI3 47, [R] BAN 3258 A HAh i 877 1 AH B
PCL CFF 2l A GEN]: BT a8 7l
PATIERE, PCL AR EX WM IGHETAIR s PCL KA
MR EZEMS, MAKEMLN “&8%
(jurisdiction)” Fl “{5 & (belief)” SEAVEMWIRLI . Lt
4b, PCL N T %552 J51E, I8 ZIE 1 B
RAEFNFE, XL AR T 22 4 W LA A 2L
. HEl, PCL C&p i T AIE B 2 A1)
WHYIERATE, & SSL/TLS i), IEEE 802.11i ¥
WO, Kerberos V5 B 1014,

PCL MR IEE TR EMBEN S —FEWNS
Rk, WLFFrA B 224 b BOIE W 20 SR AR
O[P1, ¢ B, 2 A 2R B WM LI B0AT S 1) X 04T
HHERSI P ULE, IRFSH 0 BN ¢ ATHRIN
F 5 A BRI gy R 1120,

Contains(t1,62): 7~ 11 5 fo

Fresh(X,f): Ron1E S5 X W= AL 1) ¢ B EE Y

Has(X, £): B3 J@ PE I — ik, 7R setk X 75
S5 X HIRAE R

Honest( ¥ ): FmSEfk X 78 45746 b2 i se i,
FLPAT 1 I A s A 0 2 OSBRI A2 1 o

Send(X, £)/New(X,t)/Sign(X,f)/Encrypt(X,f): 77
TR T IRIES AERENEL BRI S
AN2 - [new t]yHas(Y,f) o (Y = X)

ENC4 SymDec(X,ENC, {|¢[}) D
3Y.SymEnc(Y,t,k)
SEC  Honest( )A() A Decrypt(Y,ENC ,{| x[}) D
(¥ = X)
VER Honest(X) A Verify(¥,SIG ; {| x[)) A X #Y
3X,2.Send(X,7) A Contains(z,SIG , {| x [})
FS2 FirstSent(X,¢,¢") Ana(Y,t") D
Send(X,t") < a(Y,t")
where X #Y andt c ¢”
HasAlone( X ,t) =
Has( X,#) A(Has(Y,X) > (Y = X))
P3 HasAlone( X,#)[a ], HasAlone( X ,?)
where ¢ «
DH2 Has(X,g(ab)) o (Computes( X, g(ab)) v
Jt.(Receive( X ,t) A Contains( ¢, g(ab))))

DH3 (Receive(X,t) A Contains(¢, g(ab))) D
3Y,¢".((Computes(X, g(ab)))
A Send( X, ") A Contains(z', g(ab)))

Start()[ 1y¢  (Vp Q. VP e BS(p). [Pl §)

HON,, <
Honest(X) o ¢

3 4G E&MEIENNEF AR

3.1 S¥dmik

FHRSHEE KRB, |0 RIR x KL, B 4.
B. STH/E|B[=32, [S|=160, |A[=|B|+|S|+80,
Ho, |SFRRAKE . TA N ME 7242 EHIESE A S
LR

1) ME 3&E R xyp » THHE Ve = 27 modn
44 IDve IDpe M Ve KIEZG TA, Ht, IDye 72
ME ) 543 b5 iR £ (IMSI), IDue 52 ME [ )5 J@ ¥R 5
HE(home environment) AR R £ o

2) TA R4 Yy = (Vg — Dy — Dy ) modn i
S ME A8 Y, IFRHKIES ME.

3) ME $ES5 3 Vs + IDyg + Dy =V » 4550
BT, WRS B3R A8 Yve, BB xyg o

FEE, ANE TA SRFAH Yan, B x,y o
3.2 BEIRIREER AR AIERIY

N T A B A B SRR, BEXE T
BHUHEN BRI EANF R, A
BT EHIERAHARGRL T H KRB IEAG 5T
FIAAE 5 % 4H 22 4 15 1 (AKEBSP,authentication and
key exchange protocol based on self-certified public
key) FIFFCHE NI 50 BUAIE B, 7EHf DR 22 4
AWER T, @ T IERCR . BRI N 5
NRVGER R WA 1 R

»
P

cM] 3 [DAN7 [DI e

Cov B T Si8

AN 7 CAN? T AN

A

(e Ry Ty D Vi,

AN? ©"ME? © ME? ME ME’ ¥y

»
!

(R, TID

y
MES &y

A

1 EHRABAENAEL R

IR T .
1) ME U E| AN ][ IDAN FIAEH Yan J5, i
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1% 533 %

PN ey €[0,B], H¥ cyp ~ IDany~ IDyp K
%% AN.

2) AN B0lF IDax 5 IEFEBENLEL 1y € [0, A] A
ean€l0B], AT Ty = ran + Xaneme M1 Ran =
g™ modn, FIHHIHE cany Ranv Rans Sigan Kik
% ME, i Sig,y = {CMEﬂcAN7RAN’TAN}xAN °

3) ME EE5KE Sigan, FIER, WESIE T [
R REWL: g™ (Vi + ID )™ modn = R, Hl
Tyn €[0,A+(B-1)(S -] WIRML, NEFEHEHL
Hrye €[0,B], HHHE T, =g + X Kau =
RIEWKHEE
{CANaRME:TMEaIDMEaYME}YAN KIiELT AN

4) AN B ZH B2 5, BiE T a1
RETIROL: g™ (Vg + IDy + Dy )™ modn = Ry
Al Ty €[0,4+(B-1)(S—-1)] , 0 5 g 5z i 5
Ky = R modn , AR ME IR &4 TIDwe,
PHH B ARy TIDyg } i, RIEET ME,

5) ME Wi BIFHE%, K15 17 3 SHIme &
¥ TIDvEs HEFHRIEANZ N ZEAE

WIESS G, AN 2 EXRE FE A7 TIDwme

(IDmE, YvE, Kam) HIXTN R R, W) ME $2 4tk % 5
A LUK {R o, T » Can» Dill, Sig i} B AT 15 04
WERIEZS ME [WIRJEIAEE HE. o, bill i35
B Sigh =R Tye-cansbill} o
3.3 BEhRIRERIENETNL

B/ GGEER G, ME % Z2HREAN
B[] — P2, v AR TIDMe AR B B IDve
BT IRFENINE, R T ME B &5 aFh, ik
WEAZ B FR U 2 B o o, TIDwe'/& AN 5 ME
AT I B0y, Kam'A& AN AE B H BT I 2 1
A, fFA ME FI AN FIREZEEAEH, W80 7 26k
I Ik O IR 11 2 U A TR DX 4 58 LI KUK

]

JEFEBERLE,

RM: modn Fl Ry = g™ modn ,

TIDyy 1Dy 1y lkw

A I R SR TID
AT R TR EYIK,,

o TIDyg, TID,. Ky,

{TIDy 3,

2 FUEEANELE

4 FNETRE

BT RS R R 1, A SO B i N3 5
(RINAIE 5 28042 B b il AKEBSP 34778 &4 S A1
TERAGUE B o ZEF VML RS S RERE R, AT
fRT VAR, 23 W X YRR L 2 A2 57
R h &t ME 2 N4 AN, HAH B R SE AR 53 5]
X R Y Fome b, AN A AT YRR, &
Ui (17 VS A AR IR IDE R

TG, IEE3 AR AT, — N REET
A PR N B P, Ak 2 ARSI Bk
GENE B P2 R P3 (Hh, YR AN FIAH, &
B K 7& ME @i Ry HHEABIHD.

P1: X >7Y:cy

Y > X :SIG;(cy)

P2:Y 5> X:¢y

X > Y:ENC;(cy)

P3:X 5> Y:R,

Y - X :ENC(R,)

PP PL A P2 BEAT H AT AL (AT H S R AE
S E M AP IR, AT — PSR AR
B g — USSR AR e A S, P
WPL Ay ARE P2 g, A3 218X P4,

P4: X >Y:cy

Y > X :SIG,(cy)
Y>X:ic
X > Y:ENC,(cy)

XTI P4 B R T1 Gk Eds ) —
AN BB AN RHEETD, ¥ o #35)
PR B, A3 2 Eh P5, HEZEH K
W EEE .
P5: X >Y:cy
Y > X:icy,S1Gy(cy)
X > Y:ENC;(cy)

BT ME 301k AN B 75 225 2 23 309
F2 i Ran=g"™ mod n M Tan=ran+xaneme T 5 AT 2
Ran A1 Tans AEHMI PS HOFRETHY, MRS A HffAF
I S, 3 BLAT DA Y4 R A A2 P U — 2 ol
AN Ran F1 Tan,  ANIT45 2 Y P6

P6: X >Y:cy

Y > X :cy,Ry,Ty,SIG;(cy)
X > Y:ENC;(cy)
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N Ak X WG B YRR B, X
P6 N FAHARAE T2, R2IP L P7, HEZHKZ
N T 7k B
P7:X >Y:cy
Y= X ey, Ry, Ty, SIG; (cy,cy, Ry, Ty)
X > Y:ENC;(cy)

i1 ME ZLHEHEROR B AN, I/ 2 A
JEIAEIHEATAZ L, ARIEFEIARAF I E S, AET R
— AN IDy R TIDy,  ATHIAS 2] B3 P8

P8: X »>Y:cy,IDy,ID,

Y= X:icy,Ry, Ty, SIG;(cx,cy, Ry, Ty)
X > Y:ENC;(cy)

XPPM P8 A P3 AT HATH A, VML P8 F
HACE U P3 BIfIN, ATIARRIH L PY.
P9: X - Y:cy,ID,,ID,
Y > X:cy, Ry, Ty,SIG, (cy,Cy Ry, Ty)
X > Y:ENC;(cy)
X >Y:R,
Y - X :ENC,(Ry)

XTI PO L Fe AR T1, #5752 Re A3 2
BRAH ST, MR P10, HEZEHARH
FE IR S A

P10: X > Y:cy,IDy,ID,

Y > X:icy,Ry, Ty, SIG; (¢ ¢y, Ry Ty)
X > Y:ENC;(cy,Ry)
Y > X:ENCg(Ry)

T AN 58 iE ME B i 75 E S50 T, X S
FRR IDx LA S X A Yoo (B P10 HH RS H
MR 4 AR (2 S, 3 B nT DA, e e B A AE B
W 3 I Tos IDx A Yy, NS I PMY P11,

P11: X > Y:cy,IDy,IDy,

Y > X ¢y Ry, Ty,SIG;(cx ey, Ry, Ty)

X - Y:ENCy(cy,Ry, Ty, IDy,X)
Y = X :ENC (Ry)

NT RSP B, B AES A
WEZ S5, P R NAZ N 2 B S A8 B — A B
¥ TIDx, (EPR P11 HIFREGH, AR R R
JE X, X BT DL S R AR AR LSS 4 BN
TIDy, M43 2 P12,

P12: X »>Y:cy,IDy,IDy
Y= X :cy,Ry, Ty, SIG; (cx ¢y, Ry, Ty)
X > Y:ENC,(cy,Ry, Ty, IDy, X)
Y > X:ENCy(R,,TID,)
Bk, P 2R R S5 (PDS )i 2% 153 51
T H il AKEBSP.
5 #FHihi=E AR IERRR S
51 WhURIERT
PCL #RiCiERR A BT
Init \ppsp = 09l
new n,,;; send )A(,)},nXl,IDy,IDH;
receive f,)A(,nYZ,Ry,Ty,rl;
verify rl,(nXl,nyz,Ry,TY),f;
NeW Ny, match g(n,, )/Ry;
match (ny, + )?nyz)/TX;
match R,(ny, )/K;
r, = enc (nYZ,RX,TX,IDX,)A(),}};
send /\A’,};,rz;
s, =dec r;,K; match s,/(R,,TID,);
10
Resp sxensp = 0l
receive )A(,f,nXl,IDy,IDH;
match g(ny, )/Ry;

receive Y, X,r;;

New 7ny,;
match (ny, +I}nX1)/Ty;new Nyys
1 =sign (nXlanY2’RY’TY)a);;
send };,)A(,nYZ,Ry,Ty,rI;
receive X ,f 1 y
match s,/(nny,, Ry, Ty,IDy, X);
match Ry (ny, )/K; new TID;
ryi=enc (Ry,TIDy),K;

send I},)?,rz_;

1y0

HAdr, Initakessp /& KA H A ECH BT ME) 81
J¥ 51, Respakessp 7MiM & f (O N T AN)RIBh1E
3.
52 ZE2REMAFEXIIERA

FEH 1 AKEBSP %A AE P IHA &if A
WEE

s, =dec n,,Y;
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RIE A A2 PCL, & ZUEH M KEH M 9 7),8)  T[Init, s 1, Honest(Y) >
B TEMEE TE R R N (3Y New(Y,n,,) v
| O axesse T [Init axepse 1x (Receive(Y,msg,) < Send(Y ,msg,)))
Honest (Y)AY # X D ¢ 10) AAl T [new ny, ], New(X 1))
Hr, 11) 10),P1,SEQ T [Init,pep ] New(X,ny,)
Gputn = 3Y.((Send( X, msg,) < Receive(Y,msg,)) 12) 9),11),AN1 T [Init,; pep 1y
A (Receive(Y,msg,) < Send(Y,msg,)) Honest(Y) A ¥ = X o
A (Send(Y,msg,) < Receive(X,msg,)) (FY.Receive(Y,msg,) <Send(Y,msg,))
A (Receive(X,msg,) < Se.nd(X ,msgs3)) 13) HON,  (Hones( ?) N
A (Send( X, msgy) < Receive(Y,msgy)) AKEBSP
A (Receive(Y, msg,) < Send(Y, msg,))) Receive(Y,msg,) ASend(Y,msg,)) D
(Send(Y,msg,) < Receive(X,msg,))) FirstSend(Y, ny,,msg,)
msg, = ()?, ?’ 0y 1Dy, ID,) 14) AAI,AR3,$EQ TInit ,ppsel ¢
msg, = (}},)?anyzvaTYaSIG};ﬂ Ny1sfys, Ry, Ty |}) Recewe(x’ms‘g?)
o X 15) 13),14),FS2  T[Init ,xppepl
msgy =(X,Y,ENC;{|ny,,Ry,Ty,IDy, X [}) Honest(P) A ¥ % X A
msg, =(Y,X,ENC,{|R,,TID, |}) (Receive(Y,msg,) <Send(Y,msg,)) >
W sRST I, AKEBSP Bl [ 5 4 £ s (Send(Y,msg,) <Receive(X,msg,))
0 RAE £ R e SR (RZA Y ME S EI e, 16) AAGPT TNt )y
AN 35 130 B 45 0 2418 Receive(X,msg,) < Send(X ,msg,)
IERR 17) AN3,FSI T[new n,,send X, Y, ],
12)) /}I\SI?; ;r[e:;‘:)(}f; ;]1); Fresh(X.n,,) FirstSend(X ,.n 2 1SZ3)
0 18) 17),SEQ,P1 T [Init,,ppeply
[s.end X, ¥y, Dy, IDy 1 FirstSend(X ,n,.,,msg;)
3) 1),2),SE2,rfs>tls enﬁﬁﬁtx msg]) ORI e
) Receive(Y,msg,) AY # X D
FirstSend(X,m,.,msg,) (Send(X,msg,) <Receive(Y,msg,))
b ES2 Tt gmele 20) AAl T[s, =dec r,,K;match s/(R , TID )] ,
Receive(Y,msg) AY # X D Decrypt(X,r,)
(Send(X;msg;) <Receive(¥,msg,) 21) 20PLSEQ  T[Init ] Decrypt( X, 1)
5)  AAl  T[verify n,(ny, ny,, Ry, 1)), Y1 22) 21),ENC4  T[nit . pe] o
Verify(X,SIG j{|ny, iy, Ry, Tl }) 3Y.Enc(Y,r,) ASend(Yr,)
6) 5).P1SEQ . TNt gegpse] x 23) HON, _  (Honest( );) ASend(Y,r) D
VerlfY().(’Sleﬂnxp Ny Ry, Thl}) (New(Y,R,) v
7) 6),VER  TIInit,epe ]y (Receive( Y, msg,) <Send( ¥, msg,)))
A, tSend(Y.1) 24)  22)23)  T[Init ] Honest(H) o
Contains(£,S1G,{|ny,, ny,, Ry, Ty|})
A (AY New(Y,R,) Vv
8) HON, . (Honest(¥) ASend(Y,7) A (Receive( Y, msg,) <Send(Y,msg.)))
Contains(2,SIG{|ny, 1y, Ry, Ty [})) 2 25) AAl  T[new n,,;match g(n,,)/R,],
(New(Y,n,,) v New(X,R,)
Receive(Y,msg,) <Send(Y,msg,)) 26) 25),P1,SEQ  T[Init yppe] (New(X,R,)
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27) 24),26),AN1  T[Init \grpepl ¢
Honest(fﬁ AY# XD
(3Y Receive(Y,msg,) <Send(Y,msg,))
28) HON, (Honest();) AReceive(Y,msg,)
ASend(Y,msg,)) D
FirstSend(Y,TID,,msg,)
29) AA1,AR3,SEQ T[Init ,yppee] &
Receive(X,msg,)
30) 28),29),FS2 T [Init,yppeply

Honest(fﬁ AY# XA
(Receive(Y,msg;) < Send(Y,msg,)) D
(Send(Y,msg,) < Receive( X, msg,))
31) 4),12),15),16),19),27),30)
T [Init ,ppep] XHonest(f) AY#X> 1/

FEH 2 AKEBSP %4 MEH R AB FEHL

B

P
AP LH A8 % PCL, EEIFH RIS f
OEEHN R R R RN

F Qunsp T [Nty ppsp ] Honest(Y) A ¥ = X S g

/\EP’
¢sec EHaS(ZJg(nXZHYI))D(Z:XVZ:Y)

4 FRRROLI, AKEBSP WU K it # f (bt

8 PRAUE B BB 1% o X AN 45 HH ME 3 FIE W A 400

AN i I IE B 5 LA

UERA
1) AN2,AN3  T|[new ny,; match g(n,,)/R,],
(Has(Y,n,,) (Y =X)) A
Fresh(X,g(n,,))

2) HasAlone,1),P1,P3 HasAlone(X,n,,) A
Fresh(X,g(n,,)) [Init . zuep 1
HasAlone(X,n,.,)

3) AKEBSP HasAlone(X,n,,) A
Fresh(X,g(ny,)) [Init ,xzpeprl ¢
Honest(Y) o Do

4)  HON,  Honest(Y)Send(Y,msg,) >

In,," (R, =g(n,,) A
HasAlone(Y, n,,"))

5) 3),4) HasAlone(X,n,,) A

Fresh(X,g(n,))[Init yppep]

Honest(Y) > 37, iy (R, = g(ny) A
HasAlone(Y, n,,))

6) AA1,LREC,PROJ,P1 HasAlone(X,n,,) A
Fresh(X,g(ny,))[Init g ppep]
Has(X,g(n,,))

7)  2),5),Computes  HasAlone(X,n,,) A
Fresh(X,g(n, )nit .y ppep ] ¢
Honest(Y) o 37, ny.(Ry, = g(n,) A
(Computes(Z,g(n,n,,)) >
(Z=XvZ=Y))

&) 2),5),6),Computes HasAlone(X,n,,) A

Fresh(X,g(n,))[Init ppsp 1

Honest(Y) > 37, Ry,

(Ry = g(ny;) A

(Computes( X, g(ny,ny,)))

HasAlone(X,n,,) A

Fresh(X, g(n,))[Init ,ppep] ¢
Honest(Y) ©3Y,n,,.(, =g(n,) A
Computes(X, g(n,,1,,) A

9 ¥

(Computes(Z.g(nn,,)
(Z=XVvZ=Y))
10) DH2,DH3 Has(X,g(n,,n,,)) D
(Computes(X,g(n,m,)) v
3Y, m.(Computes(Y, g(n ,,n,,)) A
Send(Y, m) AContains(m, g(n ,,1,,))))
11) HON, _  Hone st(); )D>
(Computes(Y, g(ny,ny,)) D
T Im.(Send(Y,m) A
Contains(m, g(n,,ny,)))
12) 9),10),11),DH1 HasAlone(X,n,,) A
Fresh(X,g(n ,ny )Nt yeppp 1 © @
53 MARNGZEST
MAGE MR AT IE B 22 4 L 35 R M5
ROERAETT TN B 77 ZE P ) AKEBSP B W1 SCHR[6]
S tH ) SPAKA WhHEAT LB, 45 RM13% 1 P,
HPERAF U [SVIRR — IR W E R
{E, |SED|ZR/R~ —IRXTFRE SN % #4E, |PED|FR
AN AR XS B EE B0 A 2 1A
W RRETHIUELAHRGR BN, a7
g7 la, b 7 ME i SR AMYGER & . AR
FE S FE AT 40, ME F1 AN 2 ) 4% 335 (1 i A5



.84

i

1% $33%

4

B RA B ERA TN, LB 5 B
T

=1 AR RSHERXFRMLLER
TR
LA
SPAKA!IS! AKEBSP (A 30)
Py Bty il AR
PSS B IR 5 4%
T At |SVH+2[PED| |SVI+[PED|+|SED
TR B 22 4 Fivieii PCL %4

W7 RRIREA T HNRS, BARG TR
P TE 00 FAH 1 i F P 4 AT LAARAE can #18 HE A
I Tve, — BL&H @D TIAE, WAGESIA
H ORI 2 BB S %, AN 7] LU Raxs
Tve A1 can FEATEGAE, PAE AR HIAEIE.

FHEF, ME 84y UDug/IMSD FE1E 7
IR NS (0 B 13 2 5 RIE 2510, A DL SC
A2 i UG LR Bk L4, H A TA A
P AR P S iR N e &, Bods % TEiExT H
FUHTARRERER, 1REET B RY . BUGNES,
AN # A E A P IRE S0y, F15H 7 S0
)22 A PE KK I 58

6 ZERiE

ALHT T 4G TR M4 R B 4o H 22 AN
INIERE, FT BUESE A T — MmN
WNIET 5 0 A E VI N5 S GIE &
HEAAE 0 AKEBSP PRI R AN 375t T A E P
W JERL T 4G oMLK (RS S ANEF R . AR
F DDMP # & IS R 4t PDS X PG r
TGS, A A2 PCL XSG T TIE
SAIERH, HELRG T T MU etk Re . 45 R KB,
BOH R EA SARNEE AN, AR
Fesh Mo A B i e, IR REFR A P T A RESS FN & 47
Rahtt, (RIS 7 B Bl Zom M N RCE
SE k-

[1] PIYUSH G,PRIYADARSHAN P4G-A new era in wireless
telecommunication[EB/OL].
http://www.idt.mdh.se/kurser/ct3340/ht09/ADMI
NISTRATION/IRCSEQ09-submissions/ircse09_submission_13.pdf, 2009.

[2] AQSACOM S,AQSACOM 1. Lawful interception for 3G and 4G

networks[EB/OL].http://www.aqsacomna.com/us/articles/Aqsacom_

White_paper_4G_LI_v1.pdf,2010.
[3] 3GPP. Technical Specification Group Services and System Aspects;

Rationale and Track of Security Decisions in Long Term

Evolved(LTE) RAN/3GPP System Architecture
Evolution(SAE)(Release 9)[S]. Tech Spec 3GPP TS 33.102 V9.0.0.
2009.

[4] IEEE P802.16m. Part 16:air interface for fixed and mobile broadband
wireless access systems[EB/OL].http:/lichun.cm.nctu.edu.tw/pa pers/
P80216m_D4.pdf,2010.

[51 GIRAULT M. Self-certified public keys[A].
Brighton UK,1991.490-497.

[6] HE D K, WANG J,ZHENG Y. User authentication scheme based on

Eurocrypt’91 [C].

self-certified public key for next generation wireless network[A].

IEEE International Symposium on Biometrics and Security
Technologies [C]. Islamabad, Pakistan, 2008.

[71 DATTA A. Security Analysis of Network Protocol: Compositional
Reasoning and Complexity Theoretic Foundations[D]. Computer
Science Department, Stanford University, 2005.8-72.

[81 POUPARD C,STERN J. Security analysis of a practical on the fly
authentication and signature generation[A]. Eurocrypt’1998[C]. Espoo
Finland, 1998. 422-436.

[91 HE C,SUNDARARAJAN M,DATTA A. A modular correctness proof
of IEEE 802.11i and TLS[A]. CCS2005-12th ACM Conference on
Computer and Communications Security[C].Alexandria,VA, United
States,2005.2-15.

[10] ROY A,DATTA A, DEREK A. Secrecy analysis in protocol
composition logic[A]. The 11th Asian Computing Science Conference
[C]. Tokyo,Japan,2006.197-213.

[11] DATTA A, ROY A, MITCHELL J. Protocol composition logic
(PCL)[J]. Electronic Notes in Theoretical Computer Science, 2007,
172(1): 311-358.

[12] CAS C. On the protocol composition logic PCL[A]. Preceedings of
2008 ACM Information,

Symposium  on Computer  and

Communications Security[C].Tokyo, Japan, 2008.18-20.

EEEN:

Fmem (1986-) , &, {LFKEN,
oy N= 2 1 B S S =2 0 o T |
e i ke oI 3V

BiF (1970-) , F, HiRmP AN, 1, ZJHBETK
SO R ST, BT A AR 2 4
W TERAFEEN L% 24

OEIE (1963-) , H, BEuE=A, HLETFRE KR
SR LA S, EEF R MR A B
L ATIESE Wa A S e o



	077
	O®Ä�;‚›h—4Gà¿QÜ¥e¤Á¹H
	Secure access authentication scheme for 4G wireless network based on PCL
	1  ��
	2  —�åÆ
	2.1  êÁžl¥ûß
	2.2  O®�Îûß„O®Ä�;‚

	3  4Gà¿QÜ¥e¤Á°¹H
	3.1  ÂpÏð
	3.2  û¨Èï—Œ!/�b¥e¤ÁO®
	3.3  û¨Èï“!¥e¤ÁO®

	4  °O®—�Î
	5  °O®›h'—b��Á�„�’
	5.1  O®A�h:
	5.2  ›h^'—b��Á�
	5.3  °¹H—ü��’

	6  Ó_í



